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Scenario: A Friend Needs Help

I When position-based cryptography comes in handy.

5G WiFi 87%

[]

Hey dude, it's me, Harry from
notions class.

need money to defeat
Voldemort.

Cashapp me $5007

Gotta make sure it's really you.

what was the name of your first pet?

Hedwig, of course!
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Scenario: A Friend Needs Help

I When position-based cryptography comes in handy.

p—— -
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Can we authenticate a
message by its
positional origin?

l Let me quickly send you a qubit to [BCF+14]: gesz Wlth
s confirm your position, Harry. Qu?-I.ltUI.n os1tion
Verification (QPV).
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Scenario: A Friend Needs Help

I When position-based cryptography comes in handy.
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Can we authenticate a
message by its
positional origin?

| BCF+14]: Yes, with
Quantum Position
Verification (QPV).

What? Qubit? That weird thing
with magic “superpositions”?
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| BCF+14]: Yes, with
Quantum Position

Those will never exist! Verification (QPV).
That's just pure fantasy!
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Scenario 2: Realistic Clones

I What cryptographic credential can distinguish us from any other entity?

What ultimately distinguishes two
physical objects?

Perhaps... their history?
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Scenario 2: Realistic Clones

I What cryptographic credential can distinguish us from any other entity?

Here! | have an unclonable qubit which
was there with us that day
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Claim: Existing position-based crypto is insufficient
to solve both scenarios 1 and 2

This Work: Strengthening Position-Based Guarantees

Talk Outline:

1. Background — position-based cryptography

2. Introduce quantum localization schemes

3. Construct entanglement localization and trajectory verification

4. Bonus: functionality localization, with applications to PBA
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Position as a Credential

I Shifting identity from what you know to where you are

What you know: Where you are:

- Bank account passwora - Have access to a secure facility
(e.g. bank vault, military base)
- Decryption/Signing private
keys (PKI) - Located within a particular
jurisdiction

Enables a new kind of cryptography: position-based cryptography
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Position-Based Cryptography

Position-Based Authentication Position-Based Key Exchange
Prover’s goal: Send a message m to Prover’s goal: establish a shared
the verifiers, authenticated with his key with the veritfiers.
location.

Veritier's goal: only someone at
=.g. m = "Cashapp me $500” location L can learn the key.
Verifier's goal: Accept m only it the Application: sending a message
sender was at some location L. which can only be read at a

specific location.

—.g. L ="cupboard under the stairs”
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Position-Based Cryptography

+QKD
Position-Based Authentication e

Position-Based Key Exchange

[BCFGGOS'10, U'14]): PV -> PBA

Position Verification

Prover’s goal: convince veritier he
is at location L

Veritier's goal: Accept only if the
prover is at location L
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Assumption: computation is instantaneous



Position Verification

I The core building block of position-based cryptography.

Challenge 1 Challenge 2

Response Response

[ Location L ]




Position Verification

I The core building block of position-based cryptography.
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Position Verification

I The core building block of position-based cryptography.

v’

What if there are two
colluding spoofers?

Location L
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Position Verification

I The core building block of position-based cryptography.
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Classically, secure schemes don’t exist (|CGMO’09]).
But what about quantum schemes?
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A Quantum Position Verification Scheme

“Purified f-measure/f-BB84”
with slow quantum information
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Thm [BCS’'22]: {-BB84 with slow quantum information is w
secure in the bounded-entanglement model
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Visualizing PV in Spacetime

Thm [BCS’'22]: 1-BB84 is secure in the BEM

Secure: “Strategies with nobody in the middle should fail with
high probability.”
=> If protocol succeeds, something happened at the middle

But we’d like to know more about what’s happening at the middle.

Can we say, e.g., that the qubit must be measured in the middle?
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Non-Localizability of {-BB84
©=1: Measure in the Hadamard basis, check parity
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Always even parity

Non-Localizability of {-BB84

0=1: Measure in the Hadamard basis, check parity \
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Non-Localizability of {-BBE84
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Non-Localizability of {-BBE84

©=1: Measure in the Hadamard basis, check parity
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What does 1t even mean to exist?



Security Guarantees for Position-Based Crypto

Previously: “There’s at least some entity at the target location.”

Goal: “A specific entity (namely, the one I'm interacting with) 1s
at the target location.”

Let’s try to formalize this...

What does it mean for an entity to be at a specific location?
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Finding an Entity Somewhere

I "Zooming in” on a region of space to see what it contains

r==1
[ [

Given all of the quantum registersin . 1, can we reconstruct

__J

'@l

>




Finding a Unique Quantum State

But again, even if we find something,
how do we identify it?



Finding a Unique Quantum State
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physically unique object can be “found” within region A at time t only
if it cannot be “found” within region B at time t.



Finding a Unique Quantum State

But again, even if we find something,
how do we identify it?

Physical Uniqueness —

For any pair of disjoint spatial regions A and B, and any time t, a
physically unique object can be “found” within region A at time t only
if 1t cannot be “found” within region B at time t.

Note: unique => unclonable,
but not vice versa! e.g. BB84 states
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I Monogamy-of-entanglement is precisely a physical uniqueness property



Physically Unique Resource — Entanglement!

I Monogamy-of-entanglement is precisely a physical uniqueness property

Uniqueness: If an EPR half can be found in one region,
then it cannot be found in any disjoint region
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Visualizing PV in Spacetime
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Finding a Quantum State at a Location

I Given a “snapshot” of a spatial region, can we extract some quantum state from it?

Def (informal):

Take a spatial region R (at some fixed time) and a
quantum state [). We say that [{)) can be found

within R if there exists some physical operation

E(R) -> [
Really, w.h.p. output
CPTP / 4 \ |d) having high

¢ 9 ' . .
Extractor The state on “all registers of R” at fidelity with |}

the given point in time.
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Task: Entanglement Localization

Main Questions:

- Can we localize entanglement to a small region?
- Can we do so non-destructively?

This work:

1. Not without new protocols: {-BB84 admits distributed and
non-localizable prover strategies.

2. With oracles, it’s possible: We construct non-destructive
entanglement protocols in the classical oracle model. The state
is extracted from an arbitrarily small region around the target.
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e 3o Randomly sample a change-of-basis matrix
Hiding Entanglement Y (}) e F3ng><3n T Register A
SNl 2
—— g
» B SN gloquvb l;S)
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\\’o‘7 1 1 0 1 0 1 ’-‘ ’\‘
“““““ MNASN 01100 0
Ushits|T) = |Ushite ) 00000 1 Tt
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4.We’ve now non-destructively “taken standard and
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i
Wherever there’s standard-
then-Hadamard challenges ¢

(or vice versa), we can
extract |[EPR)
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In fact, there’s even no

i%b’ d R /j When position-based

: | authentication is built from f-
BB84, there is a non-local
strategy which succeeds.

Can this be patched with localization?
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And more (read our paper! There are lots of pretty pictures @)
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